WFA Webinar:
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programmatic with
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Introductions...

Per Bjorke Jennifer Derke Matt Green Natalia Echeverri
Product Manager, Ad Traffic Director of Product, WFA WFA
Quality Programmatic and Data,

Google IAB Tech Lab



Ad fraud is a multi-faceted,
criminal issue

www.wfanet.org/adfraud




The longer it goes on, the harder it becomes to counter...
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Much can be achieved by advertisers to improve the situation...
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Transparency and the Evolution of
OpenRTB — Addressing Counterfeit
Inventory

WFA overview
September 7, 2017

Jennifer Derke, Director of Product, IAB Tech Lab
Per Bjorke, Sr Product Manager, Ad Traffic Quality, Google



Programmatic Advertising: Current Challenges

e Distinct lack of transparency between the two endpoints (buyers
and sellers) in the programmatic supply chain

e Difficult for buyers to know whether publisher inventory is from
an authorized seller, or an unauthorized fraudulent seller

e Premium publisher inventory is often available to buy from a
large number of inventory sources (such as exchanges) and
usually attract higher CPMs, and therefore are typically the
target for counterfeit inventory

8 iab.



Common Ad Fraud Monetization Scenarios

Key extraction scenarios
e Made for ads sites
e Traffic selling/trading

e Counterfeit inventory

9 iab.



Counterfeit Inventory

Misrepresented inventory & traffic blending

10 iab.


https://www.google.com/imgres?imgurl=http://ep.yimg.com/ay/movadobaby/rolex-submariner-116610-31.jpg&imgrefurl=http://www.authenticwatches.com/rolex-submariner-116610.html&docid=m7iye1slf_kMHM&tbnid=oB1uN7V4QpU4xM:&vet=10ahUKEwiziLio_fbTAhWB2yYKHSqACZMQMwjRASgHMAc..i&w=254&h=408&bih=635&biw=1233&q=rolex submariner&ved=0ahUKEwiziLio_fbTAhWB2yYKHSqACZMQMwjRASgHMAc&iact=mrc&uact=8
https://www.google.com/imgres?imgurl=http://ep.yimg.com/ay/movadobaby/rolex-submariner-116610-31.jpg&imgrefurl=http://www.authenticwatches.com/rolex-submariner-116610.html&docid=m7iye1slf_kMHM&tbnid=oB1uN7V4QpU4xM:&vet=10ahUKEwiziLio_fbTAhWB2yYKHSqACZMQMwjRASgHMAc..i&w=254&h=408&bih=635&biw=1233&q=rolex submariner&ved=0ahUKEwiziLio_fbTAhWB2yYKHSqACZMQMwjRASgHMAc&iact=mrc&uact=8

Programmatic Supply Chains

Each bid request that is sent to
buyers contains the domain.
Counterfeit inventory is created when
the domain is modified
misrepresents another domain, o
typically of a premium publisher.

Exch. #1

For example, in Figure 2, FakeX.com
misrepresents X.com by modifying the
domain, so the buyer will always see
X.com. However, FakeX.com is being paid
advertiser dollars intended for X.com. Fakaeom |~

11 iab.



OPENRTB ADS.TXT Standard

« Authorized Digital Sellers
- ads.txt file hosted at the publisher’s website, like robots.txt

- One line per authorized seller with up to four fields:
* Domain name of the advertising system
* Publisher’s account ID
* Type of account/relationship (DIRECT or RESELLER)
» Certification authority ID (currently TAG ID)

# Example ads.txt file
greenadexchange.com, 12345, DIRECT, AEC242
blueadexchange.com, 4536, DIRECT
silverssp.com, 9675, RESELLER
orangeexchange.com, 45678, RESELLER
silverssp.com, 75230, RESELLER

12 iab.



The Authorized Supply Chain
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Ads.txt enables inventory segmentation

Non-participating

. . . 1
Participating pubs pubs?

Authorized inventory #authorized

#not_implemented
Non-authorized

(potentially #non-authorized
counterfeit) inventory

1) Participating pubs: Domains where there is an ads.txt available. -
14 2) Non-participating pubs: Domains where there is not an ads.txt available. Iab
@



Important Notes

e Authorized does not imply completely free of invalid traffic
* If publisher is receiving or buying invalid traffic ads.txt will not address this
* “Normal” IVT! detection still required to protect from “non-counterfeit IVT”

e Non-authorized does not necessarily equal invalid traffic
« Can for example be inventory re-sold without publisher’s knowledge
« Recommendation: if you see seemingly valid non-authorized inventory
engage with the publisher to resolve it

1) IVT = Invalid traffic ~ b
15 1Ap.



Buy-side Strategies

16

Non-participating

N -
Participating pubs pubs?
Continue to buy at your
Authorized inventory Increase buying level of risk appetite.
Recommendationis to
Non-authorized vet the inventory
(potentially Buy at your own risk carefully or ask for
counterfeit) inventory DeallDs from pubs.

1) Participating pubs: Domains where there is an ads.txt available. -
2) Non-participating pubs: Domains where there is not an ads.txt available. Iab
@



Ads.txt Limitation

Ads.txt currently does not support:

e Mobile apps

e Video and content syndication
e Subdomains

e Formats

e Blind/anonymous inventory

e Digitally signed ad requests

Got ideas for how to solve these? Please submit ideas to the working group! e b
17 ®



e Is this US only?

e Can ads.txt be spoofed?

e \Which vendors should | include on the file?

e Does this work for in-app?

e How can buyers take action?

e IS this used in real time process?

e How many publishers have published ads.txt files so far?
e \What are the onboarding resources?

18 iab.
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http://google.com/
http://google.com/
http://authadsproject.org/hebbian.io
http://authadsproject.org/hebbian.io
http://tagtoday.com/
http://tagtoday.com/

Get Involved

Read the spec! Get curious!

e labtechlab.com/ads-txt/ to access spec, integration docs, and
more info

o General Questions: openrtb@iabtechlab.com
e Join mailing list! openrtb-dev@googlegroups.com

20 iab.


https://iabtechlab.com/ads-txt/
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Thank you

Per Bjorke Jennifer Derke Matt Green Natalia Echeverri
bjorke@google.com jennifer@iabtechlab.com m.green@wfanet.org n.echeverri@wfanet.org



